Subnets usually come down to the last Octet for most exam scenarios, simply because the numbers are more manageable than 16 bit masks.

255.255.255.0
11111111. 11111111. 11111111.0000000 

/24
The default 24 bit masks has 1 network with 254 hosts; sub-netting will increase the quantity of the networks (borrowed bits) and decrease the size of each network block (bits remaining) 

Examples of subnet questions
What is the subnet mask in dotted decimal notation?

192.168.5.50/27


From the following number identify the entire Network Block

192.168.5.50/29

Identify the following number as either an IP Address, Network Address or Broadcast Address

192.168.5.191/26
What subnet mask is required for at least 15 individual networks?

Why is the following LAN faulty?
192.168.5.35/29 
192.168.5.31/29
192.168.5.28/29
192.168.5.26/29

27 bit mask�3 bits borrowed (Networks), 5 bits remaining (Blocks)8bit.8bit.8bit.11100000 = 255.255.255.224





29 bit mask


5 bits borrowed (Networks), 3 bits remaining (Blocks)


8bit.8bit.8bit.11111000 = 255.255.255.248


2^ 5 Networks = 32 	<--------->	2^ 3 Block size = 8


Network boundaries are .8, .16, .24, .32, .40, .48, .56 … The address 192.168.5.50 falls within the .48 network, therefore the Block is 


Network 	192.168.5.48�Mask		255.255.255.248�IP Range 	192.168.5.49 <--->192.168.5.54�Broadcast	192.168.5.55














26 bit mask


2 bits borrowed (Networks), 5 bits remaining (Blocks)


8bit.8bit.8bit.11000000 = 255.255.255.192


2^ 2 Networks = 4 	<--------->	2^ 6 Block size = 64


Network boundaries are .0, .64, .128, .192 … The address 192.168.5.191 falls within the .128 network and is one less than the next network, therefore the number is a Broadcast Address on the .128 Network











Use the rule


… | 32 | 16 |  8  |  4  |  2  |  1�                 1      1      1      1      1   Take one bit until the cumulative total is GREATER than the required networks        


The Mask will be       8bit.8bit.8bit.11111000        or         /29        or        255.255.255.248


There will be 30 available Networks (  2^5 = 32 – 2 = 30  )








Find the borrowed bits


Determine the Network boundaries


Identify a correct Network Block


Check all workstations are within the Block and are not on either the network address or the broadcast address or a different network.








